
Master Data Protection Agreement

This Master Data Protec�on Agreement (“MDPA”), e�ec�ve as of the date of the �nal signature (“E�ec�ve Date”),

forms part  of  the Agreement (as  de�ned below),  entered into  by and between  Lubbock-Cooper Independent

School District (“Customer”) on behalf of itself and to the extent required under the Data Protec�on Laws (as

de�ned below),  on behalf  of its A,liate(s)  (as de�ned in the Agreement) Cisco Systems, Inc. ("Cisco") and its

A,liates (as de�ned below) (each a “Party” and together the “Par�es”) and applies where, and to the extent that,

Cisco processes Personal Data as a Processor for Customer when providing Products and/or Services (as de�ned

below) under the Agreement. 

Unless otherwise speci�ed in this MDPA, the terms of the Agreement shall con�nue in full force and e�ect. All

capitalized terms not de�ned in this MDPA shall have the meanings set forth in the Agreement. Any privacy or data

protec�on related clauses or agreement previously entered into by Cisco and Customer, shall be superseded and

replaced with this MDPA.

1. De�ni�ons

1.1 “A�liates” means companies within the Cisco group that may Process Customer Personal Data in order to

provide the Products and/or Services. Such A,liates include Cisco Systems, Inc., Cisco Commerce India

Private Limited, Cisco Systems G.K., Cisco Systems Australia PTY Limited, Cisco Systems Canada CO., Cisco

Interna�onal Limited, Cisco Systems (Italy) S.R.L. and Cisco Systems Interna�onal B.V. Unless otherwise

explicitly agreed by the Par�es, Meraki LLC, AppDynamics LLC and ThousandEyes, Inc., and any legal en�ty

which became part of the Cisco group of companies through an acquisi�on or merger are not considered

A,liates for the purposes of this MDPA.     

1.2 "Agreement” means the wri<en or electronic agreement between Customer and Cisco or the relevant

Cisco A,liate for the provision of the Services and/or Products to Customer.

1.3 “APEC” means the Asia Paci�c Economic Coopera�on, a regional economic forum established in 1989 to

leverage the growing interdependence of the Asia-Paci�c. See www.apec.org for more informa�on.

1.4 “APEC Member Economy” means the 21 members of APEC: Australia, Brunei Darussalam, Canada, Chile,

China, Hong Kong-China, Indonesia, Japan, Republic of Korea, Malaysia, Mexico, New Zealand, Papua New

Guinea, Peru, Philippines, Russia, Singapore, Chinese Taipei, Thailand, United States, and Vietnam.

1.5 “Approved Jurisdic�on”  means a  member state  of  the EEA,  or  other  jurisdic�on approved as having

adequate  legal  protec�ons  for  data  by  the  European  Commission,  currently  found  here:

h<ps://ec.europa.eu/info/law/law-topic/data-protec�on/interna�onal-dimension-data-protec�on/

adequacy-decisions_en.

1.6 "Controller" means an en�ty that determines the purposes and means of the processing of Personal Data.

1.7 “Data  Breach" means  a  breach  of  security  leading  to  the  accidental  or  unlawful  destruc�on,  loss,

altera�on, unauthorized disclosure of, or access to Personal Data.
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1.8 “Data Protec�on Laws" means all mandatory applicable laws applicable to the Processing of Personal

Data under the Agreement.

1.9 “Data Subject” means the individual to whom Personal Data relates.

1.10 “EEA” means those countries that are members of European Free Trade Associa�on (“EFTA”), and the

then-current, post-accession member states of the European Union.

1.11 “GDPR” means Regula�on 2016/679 of the European Parliament and of the Council on the protec�on of

natural persons with regard to the processing of Personal Data and on the free movement of such data

(General Data Protec�on Regula�on).

1.12 “Personal Data” means any informa�on about, or related to, an iden��able individual. It includes any

informa�on that can be linked to an individual or used to directly or indirectly iden�fy an individual,

natural person.

1.13 “Privacy Data Sheet(s)” means the applicable document located on Cisco’s Trust Portal that describes the

Processing ac�vi�es in rela�on to the Service(s) supplied to Customer under the Agreement.

1.14 “Processing” means any opera�on or set of opera�ons that is performed upon Personal Data, whether or

not by automa�c means,  such as  collec�on,  recording,  securing,  organiza�on,  storage,  adapta�on or

altera�on, access to, retrieval, consulta�on, use, disclosure by transmission, dissemina�on or otherwise

making available, alignment or combina�on, blocking, erasure, or destruc�on. “Processes” and “Process”

shall be construed accordingly. 

1.15 "Processor" means an en�ty that processes Personal Data on behalf of a Controller. 

1.16 “Product” means Cisco or its  A,liates’  branded hardware and soNware that  is  purchased under the

Agreement. 

1.17 “Representa�ves”  means  either  Party  including  its  A,liates’  o,cers,  directors,  employees,  agents,

contractors, temporary personnel, subcontractors and consultants.

1.18 “Special  Categories of  Personal  Data” means data  revealing racial  or  ethnic  origin,  poli�cal  opinions,

religious  or  philosophical  beliefs,  or  trade  union  membership,  and  the  processing  of  gene�c  data,

biometric data for the purpose of uniquely iden�fying a natural person, data concerning health, data

concerning a natural person’s sex life or sexual orienta�on, certain �nancial informa�on when iden��ed

as such by mandatory applicable  law,  precise  geoloca�on over  �me and data  related to  o�enses or

criminal convic�ons. 

1.19 "Service" means Cisco or its A,liates’ branded service o�ering that is purchased by Customer under the

Agreement. 

1.20 “Standard  Contractual  Clauses”  means  the  agreement  set  out  in  A<achment  B  as  approved  by  the

European Commission for the transfer of Personal Data to processors established in third countries which

do not ensure an adequate level of data protec�on. 

1.21 "Subprocessor"  means  another  processor  engaged  by  Cisco  or  its  A,liates  to  carry  out  processing

ac�vi�es in respect of the Personal Data on behalf of the Customer. 
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2. Obliga�ons of the Par�es

a. The  Par�es  agree  that,  for  this  MDPA,  Customer  shall  be  the  Controller  and Cisco  shall  be  the

Processor.

b. Customer shall:

i. use the Products and/or Services in compliance with Data Protec�on Laws;

ii. ensure all instruc�ons given by it to Cisco in respect of the processing of Personal Data are at all

�mes in accordance with Data Protec�on Laws;

iii. ensure all Personal Data provided to Cisco has been collected in accordance with Data Protec�on

Laws  and  that  Customer  has  all  authoriza�ons  and/or  consents  necessary  to  provide  such

Personal Data to Cisco; and

iv. keep the amount of Personal Data provided to Cisco to the minimum necessary for the provision

of the Products and/or Services.

c. Cisco shall:

i. only  Process  the Personal  Data  in accordance with  Customer’s  documented instruc�ons,  the

applicable Privacy Data Sheet(s), Appendix 1 to the Standard Contractual Clauses and this MDPA,

but only to the extent that such instruc�ons are consistent with Data Protec�on Laws. Cisco will

promptly  no�fy  Customer  if  Cisco  reasonably  believes  that  Customer’s  instruc�ons  are

inconsistent with Data Protec�on Laws; 

ii. ensure its applicable Representa�ves who may Process Personal Data have wri<en contractual

obliga�ons in place with Cisco to keep the Personal Data con�den�al. 

iii. appoint  data  protec�on  lead(s).  Upon  request,  Cisco  will  provide  the  contact  details  of  the

appointed person(s);

iv. assist Customer as reasonably needed to respond to requests from supervisory authori�es, Data

Subjects, customers, or others to provide informa�on related to Cisco’s Processing of Personal

Data;

v. if required by Data Protec�on Laws, court order, subpoena, or other legal or judicial process to

Process Personal Data other than in accordance with Customer’s instruc�ons, no�fy Customer of

any such requirement before Processing the Personal Data (unless mandatory applicable law

prohibits such no��ca�on on important grounds of public interest);

vi. only Process Personal Data on its systems or facili�es to the extent necessary to perform its

obliga�ons under the Agreement;

vii. where applicable, act as a subprocessor of such Personal Data;

viii. maintain  records of  the Processing of  any Personal  Data  received from Customer under  the

Agreement;

ix. not lease, sell, distribute, or otherwise encumber Personal Data unless mutually agreed to by

separate signed, wri<en agreement;
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x. provide such assistance as Customer reasonably requests (either on its own behalf or on behalf

of its customers), and Cisco or a Representa�ve is able to provide, with a view to mee�ng any

applicable �ling, approval or similar requirements in rela�on to Data Protec�on Laws;

xi. provide such informa�on and assistance as Customer reasonably requires (taking into account

the  nature  of  Processing  and  the  informa�on  available  to  Cisco)  to  enable  compliance  by

Customer with its obliga�ons under Data Protec�on Laws with respect to:

A. security of Processing;

B. data protec�on impact assessments (as such term is de�ned by the GDPR);

C. prior consulta�on with a supervisory authority regarding high risk Processing; and

D. no��ca�ons  to  the  applicable  supervisory  authority  and/or  communica�ons  to  Data

Subjects by Customer in response to any Data Breach; 

xii. on termina�on of the MDPA for whatever reason, cease to Process and shall delete any Personal

Data received from Customer, or without undue delay will, upon wri<en request of the Customer

return, or make available for return, all Personal Data in its possession or control and securely

delete or permanently render unreadable or inaccessible exis�ng copies of the Personal Data

unless such return or destruc�on is not feasible or con�nued reten�on and Processing is required

or is permi<ed by Data Protec�on Laws and/or mandatory applicable law. At Customer’s request,

Cisco shall give Customer con�rma�on in wri�ng that it has fully complied with this Sec�on 2(c)

(xii) or provide a jus��ca�on as to why dele�on is not feasible.

3. Transfers of Personal Data

a. Transfers of  Personal  Data from EEA or Switzerland or  the United Kingdom to third  countries.

Where Cisco Processes Personal Data from the EEA or Switzerland or the United Kingdom on behalf

of Customer, in a country which is not an Approved Jurisdic�on, Cisco shall perform such Processing

in accordance with the Standard Contractual Clauses set out in A<achment B to this MDPA and/or in

accordance with Ar�cles 44 to 49 of the GDPR.

b. Transfers of  Personal  Data  from jurisdic�ons other  than the EEA or  Switzerland or  the United

Kingdom. For jurisdic�ons other than the EEA or Switzerland or the United Kingdom, Cisco shall not

transfer  Personal  Data  outside  of  the  jurisdic�on  where  the  Personal  Data  is  obtained  unless

permi<ed under Data Protec�on Laws. Where Cisco Processes Personal Data from an APEC Member

Economy on behalf of Customer, Cisco shall perform such Processing in a manner consistent with the

APEC Cross Border Privacy Rules Systems requirements (“CBPRs”) (see www.cbprs.org) to the extent

the requirements  are applicable to  Cisco’s  Processing of  the Personal  Data.  If  Cisco is  unable to

provide the same level of protec�on as required by the CBPRs, Cisco shall promptly no�fy Customer

and cease Processing. In such event, Customer may terminate the applicable Agreement related to

such Processing by wri<en no�ce within 30 days. 

4. Subprocessing

a. Cisco shall not subcontract its obliga�ons under this MDPA to new Subprocessors, in whole or in part,

without providing Customer with no�ce (for example, by e-mail or in-applica�on messaging) and an

opportunity to object. If Customer objects to the proposed subcontrac�ng on reasonable grounds

related to the protec�on of  the Personal  Data  and the Par�es cannot resolve the objec�on, the

Customer may terminate the applicable part of the Agreement with respect only to those Products
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and/or Services which cannot be provided by Cisco without the use of the objected to Subprocessors

by giving wri<en no�ce to Cisco.

b. Where  Cisco  appoints  a  Subprocessor,  Cisco  will  execute  a  wri<en  agreement  with  the

Subprocessor(s) containing terms at least as protec�ve as this MDPA.

c. Cisco shall be liable for the acts or omissions of Subprocessors to the same extent it is liable for its

own ac�ons or omissions under this MDPA.

d. For the purposes of Clause 11 of the Standard Contractual  Clauses,  Customer provides a general

consent to Cisco to engage Subprocessors. Such consent is condi�onal on Cisco’s compliance with this

Sec�on 4 of the MDPA.

5. Rights of Data Subjects

Data Subject requests.  Cisco shall, to the extent legally permi<ed, promptly no�fy Customer if it

receives a request from a Data Subject for access to, rec��ca�on, portability, objec�on, restric�on or

erasure of such Data Subject’s Personal Data. Unless required by Data Protec�on Laws, Cisco shall

not respond to any such Data Subject request without Customer’s prior wri<en consent except to

con�rm that the request relates to Customer. Cisco shall provide such informa�on and coopera�on

and take such ac�on as the Customer reasonably requests in rela�on to a Data Subject request. 

6. Security

Controls  for  the  Protec�on  of  Personal  Data. Cisco  shall  implement  and  maintain  appropriate

technical  and  organiza�onal  measures  designed  to  protect  the  Personal  Data  as  set  forth  in

A<achment A. Cisco regularly monitors compliance with these measures. 

7. Audit

a. Cisco  shall  make  available  to  the  Customer  such  informa�on  as  is  reasonably  necessary  to

demonstrate Cisco’s compliance with the obliga�ons of this MDPA in accordance with Sec�on 4(h)(ii)

- Audits and Cer��ca�ons, of A<achment A of this MDPA. 

b. Customer acknowledges and agrees that  any exercise of its  audit rights under Clause 5(f)  of the

Standard Contractual Clauses will be conducted in accordance with this MDPA.

8. No��ca�on and Communica�on

a. No��ca�on. Cisco shall no�fy Customer at: [Insert customer email contact here] within 48 hours of

con�rma�on of a Data Breach rela�ng to Customer’s Personal Data. Cisco shall provide all such �mely

informa�on and coopera�on as Customer may reasonably require in order for Customer to ful�l its

data breach repor�ng obliga�ons under (and in accordance with the �mescales required by) Data

Protec�on  Law.  Cisco  shall  further  take  such  measures  and  ac�ons  as  it  considers  necessary  to

remedy or mi�gate the e�ects of the Data Breach and shall keep Customer informed in connec�on

with the Data Breach.

b. Informa�on Security Communica�on. Except as required by mandatory applicable law, Cisco agrees

that it  will  not inform any third party  of a Data Breach referencing or iden�fying the Customer,

without Customer’s prior wri<en consent. Cisco shall reasonably cooperate with Customer and law

enforcement authori�es concerning a Data Breach. Cisco shall retain, for an appropriate period of

�me, all informa�on and data within Cisco’s possession or control that is directly related to any Data

Breach.  If  disclosure  of  the  Data  Breach  referencing  or  iden�fying  the  Customer  is  required  by
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mandatory  applicable  law,  Cisco  will  work  with  Customer  regarding  the  �ming,  content,  and

recipients of such disclosure. 

c. Post-incident.  Cisco shall  reasonably  cooperate  with  Customer in  any post-incident  inves�ga�on,

remedia�on, and communica�on e�orts.

d. Complaints or no�ces related to Personal Data. If Cisco receives any o,cial complaint, no�ce, or

communica�on that relates to Cisco's Processing of Personal Data or either Party's compliance with

Data Protec�on Laws in connec�on with Personal Data, to the extent legally permi<ed, Cisco shall

promptly  no�fy  Customer  and,  to  the  extent  applicable,  Cisco  shall  provide  Customer  with

commercially reasonable coopera�on and assistance in rela�on to any such complaint,  no�ce, or

communica�on. Customer shall be responsible for any reasonable costs arising from Cisco’s provision

of such assistance.

9. General

a. Except for any liability which cannot be limited or excluded under mandatory applicable law, the

aggregate liability of Cisco for all Data Breaches and any breach of this MDPA (whether for breach of

contract,  misrepresenta�ons, negligence, strict liability,  other torts or otherwise) shall  not exceed

US$1,000,000.

b. Where a Data Breach and/or breach of this MDPA is also a breach of any con�den�ality or non-

disclosure obliga�ons in the Agreement, the liability cap in Sec�on 9(a) will apply.

c. Nothing  in  this  MDPA  is  intended  to  limit  the  Par�es’  direct  liability  towards  data  subjects  or

applicable supervisory data protec�on authori�es which cannot be limited by mandatory applicable

law.

d. No one other than a Party to this MDPA, their successors and permi<ed assignees shall have any right

to enforce any of its terms.

e. This  MDPA  will  become  e�ec�ve  on  the  E�ec�ve  Date  and  remain  in  force  for  the  term  of

Agreement.

IN WITNESS WHEREOF, the Par�es have caused this MDPA to be executed by their authorized Representa�ve:

Lubbock-Cooper Independent School District Cisco Systems, Inc.

Authorized Signature Authorized Signature

Name Name

Date Date
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ATTACHMENT A

INFORMATION SECURITY 

1. Scope  

This A<achment A outlines the informa�on security requirements between Customer and Cisco and describes the

technical and organiza�onal security measures that shall be implemented by Cisco to secure Personal Data prior to

any Processing under the Agreement.

2. General Security Prac�ces  

Cisco has implemented and shall maintain appropriate technical and organiza�onal measures designed to protect

Personal Data against accidental loss, destruc�on or altera�on, unauthorized disclosure or access, or unlawful

destruc�on,  including  the  policies,  procedures,  and  internal  controls  set  forth  in  this  A<achment  A  for  its

personnel, equipment, and facili�es at Cisco’s loca�ons involved in Cisco’s performance of its obliga�ons under the

Agreement.

3. General Compliance  

a. Compliance.  Cisco shall  document  and implement processes  to  avoid  breaches of  legal,  statutory,

regulatory, or contractual obliga�ons related to informa�on security or other security requirements. Such

processes shall be designed to provide appropriate security to protect Personal Data given the risk posed

by the nature of the data Processed by Cisco. Cisco shall implement and operate informa�on security in

accordance  with  Cisco’s  own  policies,  which  shall  be  no  less  strict  than  the  informa�on  security

requirements set forth in this A<achment A.

b. Protec�on of records. Cisco shall implement appropriate procedures designed to protect records from

loss,  destruc�on,  falsi�ca�on,  unauthorized  access,  and  unauthorized  release,  in  accordance  with

legisla�ve, regulatory, and contractual requirements.

c. Review  of  informa�on  security. Cisco’s  approach  to  managing  informa�on  security  and  its

implementa�on shall be reviewed at planned intervals or when signi�cant changes occur by appropriate

internal or external assessors.

d. Compliance  with  security  policies  and  standards. Cisco’s  management  shall  regularly  review  the

compliance of informa�on processing and procedures with the appropriate applicable security policies

and standards.

e. Technical compliance review. Cisco shall  regularly review informa�on systems for compliance with

Cisco’s informa�on security policies and standards.

f. Informa�on Risk Management (“IRM”). Cisco shall  implement and u�lize an appropriate informa�on

risk  management  process  to  frame,  assess,  respond  and  monitor  risk,  consistent  with  applicable

contractual and legal obliga�ons. Threat and vulnerability assessments must be periodically reviewed and

prompt remedia�on ac�ons taken where material weaknesses are found. 

g. Processing  of  Special  Categories  of  Personal  Data.  To  the  extent  that  Cisco  Processes  Special

Categories of Personal Data and the security measures referred to in this A<achment A are deemed to

provide  insu,cient  protec�on,  Customer  may  request  that  Cisco  implements  addi�onal  security

measures.
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4. Technical and Organiza�onal Measures for Security  

a. Organiza�on of Informa�on Security

i. Security Ownership. Cisco shall appoint one or more security o,cers responsible for coordina�ng and

monitoring  the  security  requirements  and  procedures.  Such  o,cers  shall  have  the  knowledge,

experience,  and authority  to  serve as  the owner(s)  of,  with  responsibility  and accountability  for,

informa�on security within the organiza�on.

ii. Security Roles and Responsibili�es. Cisco shall de�ne and allocate informa�on security responsibili�es

in accordance with Cisco’s approved policies for informa�on security. Such policies (or summaries

thereof) shall be published and communicated to employees and relevant external par�es required

to comply with such policies.

iii. Project Management. Cisco shall address informa�on security in project management to iden�fy and 

appropriately address informa�on security risks. 

iv. Risk Management. Cisco shall have a risk management framework and conduct periodic (i.e., at least

annual) risk assessment of its environment and systems to understand its risks and apply appropriate

controls to manage and mi�gate risks before Processing Personal Data.

b. Human Resources Security

i. General. Cisco shall ensure that its personnel are subject to con�den�ality obliga�ons and shall provide

adequate training about relevant privacy and security policies and procedures. Cisco shall  further

inform its personnel of possible consequences of breaching Cisco’s security policies and procedures,

which  must  include  disciplinary  ac�on,  including  possible  termina�on  of  employment  for  Cisco’s

employees and termina�on of contract or assignment for Representa�ves and temporary personnel. 

ii. Training.  Cisco  personnel  with  access  to  Personal  Data  shall  receive  appropriate,  annual  periodic

educa�on and training regarding privacy and security procedures for services to aid in the preven�on

of  unauthorized  use  (or  inadvertent  disclosure)  of  Personal  Data  and  training  regarding  how to

e�ec�vely  respond  to  security  incidents.  Training  shall  be  provided  before  Cisco  personnel  are

granted access to Personal Data or begin providing Services. Training shall be regularly reinforced

through refresher training courses, emails, posters, no�ce boards, and other training and awareness

materials.

iii. Background  Checks.  Cisco  shall  conduct  criminal  and  other  relevant  background  checks  for  its

personnel in compliance with mandatory applicable law and Cisco’s policies.

c. Personnel Access Controls

i. Access.

A. Limited  Use.  Cisco  will  not  use  any  system  access  informa�on  or  log-in  creden�als  to  gain

unauthorized access to  Personal  Data or Customer’s  systems,  or to  exceed the scope of  any

authorized access. 

B. Authoriza�on. Cisco shall restrict access to Customer’s Personal Data and systems at all �mes

solely to those Representa�ves whose access is necessary to perform the Services or provide the

Products. 
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C. Suspension  or  Termina�on  of  Access  Rights.  At  Customer’s  reasonable  request,  Cisco  shall

promptly and without undue delay suspend or terminate the access rights to Personal Data and

systems for any Cisco’s personnel or its Representa�ves reasonably suspected of breaching any

of the provisions of this A<achment A; and Cisco shall remove access rights of all employees and

external party users upon suspension or termina�on of their employment, or engagement. 

D. Informa�on  Classi�ca�on.  Cisco  shall  classify,  categorize,  and/or  tag  Personal  Data  to  help

iden�fy it and to allow for access and use to be appropriately restricted.

ii. Access Policy. Cisco shall determine appropriate access control rules, rights, and restric�ons for each 

speci�c user’s roles towards their assets. Cisco shall maintain a record of security privileges of its 

personnel that have access to Personal Data, networks, and network services. Cisco shall restrict and 

�ghtly control the use of u�lity programs that might be capable of overriding system and applica�on 

controls.

iii. Access Authoriza�on.

A. Cisco shall have user account crea�on and dele�on procedures, with appropriate approvals, for

gran�ng and revoking access to Customer’s systems and networks. Cisco shall use an enterprise

access control system that requires revalida�on of its personnel by managers at regular intervals

based on the principle of “least privilege” and need-to-know criteria based on job role.

B. Cisco shall maintain and update a record of personnel authorized to access systems that contain

Personal Data and Cisco shall review users’ access rights at regular intervals.

C. For systems that process Personal Data, Cisco shall revalidate (or where appropriate, deac�vate)

access of users who change repor�ng structure and deac�vate authen�ca�on creden�als that

have not been used for a period of �me not to exceed six (6) months.

D. Cisco shall restrict access to program source code and associated items such as soNware object

code,  designs,  speci�ca�ons,  veri�ca�on plans,  and valida�on plans,  in  order  to  prevent the

introduc�on of unauthorized func�onality and to avoid uninten�onal changes.

iv. Network Design. For systems that process Personal Data, Cisco shall have controls to avoid personnel 

assuming access rights beyond those that they have been assigned to gain unauthorized access to 

Personal Data.

v. Least Privilege. Cisco shall limit access to Personal Data to that personnel who need access for the 

purpose of providing the Services and Products and, to the extent technical support is needed, its 

personnel performing such technical support.

vi. Authen�ca�on

A. Cisco shall use industry standard prac�ces to iden�fy and authen�cate users who a<empt to

access informa�on systems. Where authen�ca�on mechanisms are based on passwords/PINs,

Cisco shall require that the passwords/PINs are renewed and changed regularly, at least every

180 days for user-level accounts and every 90 days for administrator-level accounts.

B.  Where authen�ca�on mechanisms are based on passwords, Cisco shall require the password to

conform to strong password control parameters (e.g., length, character complexity, and/or non-

repeatability).
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C. Cisco shall ensure that de-ac�vated or expired iden��ers and log-in creden�als are not granted

to other individuals.

D. Cisco shall monitor repeated failed a<empts to gain access to the informa�on system.

E. Cisco shall maintain industry standard procedures to deac�vate log-in creden�als that have been

corrupted or inadvertently disclosed.

F. Cisco  shall  use  industry  standard  log-in  creden�al  protec�on  prac�ces,  including  prac�ces

designed  to  maintain  the  con�den�ality  and  integrity  of  log-in  creden�als  when  they  are

assigned and distributed, and during storage (e.g., log-in creden�als shall not be stored or shared

in plain text). Such prac�ces shall be designed to ensure strong, con�den�al log-in creden�als.

G. Cisco shall implement a mul�-factor authen�ca�on solu�on to authen�cate personnel accessing

its informa�on systems.

d. Physical and Environmental Security

i. Physical Access to Facili�es

A. Cisco shall  limit access  to facili�es where systems that  Process Personal  Data  are located to

authorized individuals.

B. Security perimeters shall be de�ned and used to protect areas that contain both sensi�ve or

cri�cal informa�on and informa�on processing facili�es.

C. Facili�es shall be monitored and access-controlled at all �mes (24x7).

D. Access shall be controlled through key card and/or appropriate sign-in procedures for facili�es

with systems Processing Personal Data. Cisco must register personnel and require them to carry

appropriate iden��ca�on badges.

ii. Physical Access to Equipment. Cisco equipment used to process or store Personal Data shall be 

protected using industry standard processes to limit access to authorized individuals.

iii. Protec�on from Disrup�ons. Cisco shall implement appropriate measures designed to protect against 

loss of data due to power supply failure or line interference.

iv. Clear Desk. Cisco shall have policies requiring a “clean desk/clear screen” designed to prevent 

inadvertent disclosure of Personal Data.

e. Opera�ons Security

i. Opera�onal  Policy.  Cisco shall  maintain wri<en policies describing its  security  measures  and the

relevant procedures and responsibili�es of its personnel who have access to Personal Data and to its

systems and networks. Cisco shall communicate its policies and requirements to all persons involved

in the Processing of Personal Data. Cisco shall implement the appropriate management structure and

control  designed  to  ensure  compliance  with  such  policies  and  with mandatory  applicable  law

concerning the protec�on and Processing of Personal Data.

ii. Security and Processing Controls.
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A. Areas. Cisco shall maintain, document, and implement standards and procedures to address the

con�gura�on, opera�on, and management of systems and networks and services that store or

Process Personal Data.

B. Standards  and  Procedures. Such  standards  and  procedures  shall  include  security  controls,

iden��ca�on and patching of security vulnerabili�es, change control process and procedures,

and incident preven�on, detec�on, remedia�on, and management.

iii. Logging and Monitoring. Cisco shall maintain logs of administrator and operator ac�vity and data

recovery events related to Personal Data.

f. Communica�ons Security and Data Transfer

i. Networks. Cisco shall, at a minimum, use the following controls to secure its networks that access or

Process Personal Data:

A. Network  tra,c  shall  pass  through  �rewalls,  which  are  monitored  at  all  �mes.  Cisco  must

implement intrusion detec�on systems and/or intrusion preven�on systems. 

B. Network devices used for administra�on must u�lize industry standard cryptographic controls

when Processing Personal Data.

C. An�-spoo�ng �lters and controls must be enabled on routers.

D. Network,  applica�on,  and  server  authen�ca�on  passwords  are  required  to  meet  minimum

complexity guidelines (at least 8 characters with at least 3 of the following four classes: upper

case, lower case, numeral, special character) and be changed at least every 180 days for user-

level accounts and ever 90 days for administrator-level accounts; or u�lize other strong log-in

creden�als (e.g., biometrics).

E. Ini�al  user  passwords  are  required  to  be changed at  �rst  log-on.  Cisco  shall  have a  policy

prohibi�ng the sharing of user IDs, passwords, or other log-in creden�als.

F. Firewalls must be deployed to protect the perimeter of Cisco’s networks.

ii. Virtual Private Networks (“VPN”). When remote connec�vity to the Customer’s or Cisco’s network is

required for Processing of Personal Data:

A. Connec�ons must be encrypted using industry standard cryptography.

B. Connec�ons shall only be established using VPN servers.

C. The use of mul�-factor authen�ca�on is required.

iii. Data Transfer. Cisco shall have formal transfer policies in place to protect the transfer of informa�on

through the use of  all  types of  communica�on facili�es that  adhere to  the requirements  of  this

A<achment A. Such policies shall be designed to protect transferred informa�on from unauthorized

intercep�on, copying, modi�ca�on, corrup�on, rou�ng and destruc�on.

g. System Acquisi�on, Development, and Maintenance
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i. Security  Requirements.  Cisco  shall  adopt  security  requirements  for  the  purchase,  use,  or

development  of  informa�on  systems,  including  for  applica�on  services  delivered  through  public

networks.

ii. Development Requirements. Cisco shall have policies for secure development, system engineering,

and support. Cisco shall conduct appropriate tests for system security as part of acceptance tes�ng

processes. Cisco shall supervise and monitor the ac�vity of outsourced system development.

h. Penetra�on Tes�ng and Vulnerability Scanning & Audit Reports

i. Tes�ng. Cisco will perform periodic vulnerability scans and penetra�on tests on its internet perimeter

network. These scans and tests will be conducted by highly quali�ed professionals, including among

other en��es, Cisco’s compliance team, using industry standard tools and methodologies. 

ii. Audits and Cer��ca�ons. Cisco shall  cooperate with reasonable requests by Customer for legally

required security audit (subject to mutual agreement on the �me, dura�on, place, scope and manner

of the audit), and respond to reasonable requests for tes�ng reports.  Cisco shall make available to

Customer, upon wri<en request and without undue delay, copies of any third party audit reports or

cer��ca�ons  it  maintains  (such as  SSAE  16 –  SOC1,  SOC2,  SOC3  a<esta�ons or  ISO 27001:2013

cer��ca�ons (or their equivalent under any successor standards)) that apply to the Service, to the

extent that Cisco maintains such cer��ca�ons in its normal course of business. Customer shall treat

the contents of reports related to Cisco’s security and cer��ca�ons as con�den�al informa�on.

iii. Remedial Ac�on. If any penetra�on test or vulnerability scan referred to in Sec�on 4(h)(i),  above

reveals any de�ciencies,  weaknesses,  or areas of  non-compliance,  Cisco shall  promptly take such

steps  as  may  be  required,  in  Cisco’s  reasonable  discre�on,  to  address  material  de�ciencies,

weaknesses,  and  areas  of  non-compliance  as  soon  as  may  be  prac�cable  considering  Cisco’s

priori�za�on of such, based upon their cri�cality (e.g. nature, severity, likelihood).

iv. Status of  Remedial  Ac�on.  Upon request,  Cisco shall  keep  Customer reasonably informed of the

status of any remedial ac�on that is required to be carried out, including the es�mated �metable for

comple�ng the same.

i. Contractor Rela�onships

i. Policies. Cisco shall have informa�on security policies or procedures for its use of Representa�ves

that impose requirements consistent with this A<achment A. 

ii. Monitoring.  Cisco shall  monitor and audit service delivery by its  Representa�ves and review its

Representa�ves’ security prac�ces against the security requirements set forth in Cisco’s agreements

with such Representa�ves. Cisco shall manage changes in Representa�ve services that may have an

impact on security.

j. Management of Data Breaches and Improvements

i. Responsibili�es and Procedures.  Cisco shall establish procedures to ensure a quick, e�ec�ve,

and orderly response to Data Breaches.

ii. Repor�ng Data Breaches. Cisco shall implement procedures for Data Breaches to be reported as

appropriate.  All  employees and Representa�ves should  be made aware of  their  responsibility  to

report Data Breaches as quickly as reasonably possible.

MDPA Version: 1 

5 November 2020



iii. Repor�ng  Informa�on  Security  Weaknesses. Cisco,  employees,  and  Representa�ves  are

required to note and report any observed or suspected informa�on security weaknesses in systems

or services.

iv. Assessment  of  and  Decision  on  Informa�on  Security  Events. Cisco shall  have  an  incident

classi�ca�on scale in place in order to decide whether a security event should be classi�ed as a Data

Breach. The classi�ca�on scale should be based on the impact and extent of an incident.

v. Response Process. Cisco shall  maintain  a  record of  Data  Breaches with  a  descrip�on of  the

incident, the e�ect of the incident, the name of the reporter and to whom the incident was reported,

the procedure for rec�fying the incident, and the remedial ac�on taken to prevent future security

incidents.

k. Informa�on Security Aspects of Business Con�nuity Management

i. Planning.  Cisco  shall  maintain  emergency  and  con�ngency  plans  for  the  facili�es  where  Cisco

informa�on systems that process Personal Data are located. Cisco shall verify the established and

implemented informa�on security con�nuity controls at regular intervals.

ii. Data Recovery. Where and as applicable, Cisco shall design redundant storage and procedures for

recovering data in its possession or control in a manner su,cient to reconstruct Personal Data in its

original  state  as  found  on  the  last  recorded  backup  provided  by  the  Customer  or  in  a  manner

su,cient to resume the Service.
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ATTACHMENT B

Standard Contractual Clauses (processors)

For the purposes of Ar�cle 26(2) of Direc�ve 95/46/EC for the transfer of personal data to processors established in third

countries which do not ensure an adequate level of data protec�on (These can be located in their original text on the

European  Commission  website  here:  h<p://ec.europa.eu/jus�ce/data-protec�on/interna�onal-transfers/transfer/

index_en.htm). 

For purposes of this A<achment B:

any reference to “data exporter” means Customer, ac�ng as data exporter on behalf of its EEA or Swiss customer(s) where applicable,

and

any reference to “data importer” means Cisco

each a “party”; together “the par�es”.

The  par�es  have  agreed  on  the  following  Standard  Contractual  Clauses  (the  Clauses)  in  order  to  adduce  adequate

safeguards with respect to the protec�on of privacy and fundamental rights and freedoms of individuals for the transfer

by the data exporter to the data importer of the personal data speci�ed in Appendix 1.

Clause 1

De�ni�ons

For the purposes of the Clauses:

(a) 'personal  data',  'special  categories  of  data',  'process/processing',  'controller',  'processor',  'data  subject'  and

'supervisory authority' shall have the same meaning as in Direc�ve 95/46/EC of the European Parliament and of

the Council of 24 October 1995 on the protec�on of individuals with regard to the processing of personal data and

on the free movement of such data;

(b) 'the data exporter' means the controller who transfers the personal data;

(c) 'the data importer' means the processor who agrees to receive from the data exporter personal data intended

for processing on his behalf aNer the transfer in accordance with his instruc�ons and the terms of the Clauses and

who is not subject to a third country's system ensuring adequate protec�on within the meaning of Ar�cle 25(1)

of Direc�ve 95/46/EC;

(d) 'the subprocessor' means any processor engaged by the data importer or by any other subprocessor of the data

importer who agrees to receive from the data importer or from any other subprocessor of the data importer

personal data exclusively intended for processing ac�vi�es to be carried out on behalf of the data exporter

aNer the transfer in accordance with his instruc�ons, the terms of the Clauses and the terms of the wri<en

subcontract;

(e) 'the applicable data protec�on law' means the legisla�on protec�ng the fundamental rights and freedoms of

individuals and, in par�cular, their right to privacy with respect to the processing of personal data applicable to

a data controller in the Member State in which the data exporter is established;

(f) 'technical  and  organisa�onal  security  measures' means those measures  aimed at  protec�ng personal  data

against  accidental  or  unlawful  destruc�on or  accidental  loss,  altera�on, unauthorised disclosure or  access,  in
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par�cular where the processing involves the transmission of data over a network, and against all other unlawful

forms of processing.

Clause 2

Details of the transfer

The details of the transfer and in par�cular the special categories of personal data where applicable are speci�ed in Appendix 1

which forms an integral part of the Clauses.

Clause 3

Third-party bene�ciary clause

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g)

to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party bene�ciary.

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7,

Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or has ceased to exist in

law unless any successor en�ty has assumed the en�re legal obliga�ons of the data exporter by contract or by

opera�on of law, as a result of which it takes on the rights and obliga�ons of the data exporter, in which case the

data subject can enforce them against such en�ty.

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7,

Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer have factually

disappeared or ceased to exist in law  or have become insolvent,  unless any successor en�ty has assumed the

en�re legal obliga�ons of the data exporter by contract or by opera�on of law as a result of which it takes on the

rights and obliga�ons of the data exporter, in which case the data subject can enforce them against such en�ty.

Such  third-party  liability  of  the  subprocessor  shall  be  limited  to  its  own  processing  opera�ons  under  the

Clauses.

4. The par�es do not object to a data subject being represented by an associa�on or other body if  the data

subject so expressly wishes and if permi<ed by na�onal law.

Clause 4

Obliga�ons of the data exporter

The data exporter agrees and warrants:

(a) that the processing, including the transfer itself, of the personal data has been and will con�nue to be carried

out in accordance with the relevant provisions of the applicable data protec�on law (and, where applicable, has

been no��ed to the relevant authori�es of the Member State where the data exporter is established) and does

not violate the relevant provisions of that State;

(b) that it has instructed and throughout the dura�on of the personal data processing services will instruct the data

importer to process the personal data transferred only on the data exporter's behalf and in accordance with the

applicable data protec�on law and the Clauses;

(c) that the data importer will provide su,cient guarantees in respect of the technical and organisa�onal security

measures speci�ed in Appendix 2 to this contract;

(d) that aNer assessment of the requirements of the applicable data protec�on law, the security measures are

appropriate to  protect personal data against accidental or unlawful destruc�on or accidental loss, altera�on,

unauthorised disclosure or  access, in par�cular where the processing involves the transmission of data over a

MDPA Version: 1 

5 November 2020



network, and against all other unlawful forms of processing, and that these measures ensure a level of security

appropriate to the risks presented by the processing and the nature of the data to be protected having regard to

the state of the art and the cost of their implementa�on;

(e) that it will ensure compliance with the security measures;

(f) that, if the transfer involves special categories of data, the data subject has been informed or will be informed

before, or as  soon as possible aNer,  the transfer that its  data could be transmi<ed to a third country not

providing adequate protec�on within the meaning of Direc�ve 95/46/EC;

(g) to forward any no��ca�on received from the data importer or any subprocessor pursuant to Clause 5(b) and

Clause 8(3) to the data protec�on supervisory authority if the data exporter decides to con�nue the transfer or

to liN the suspension;

(h) to make available to the data subjects upon request a copy of the Clauses, with the excep�on of Appendix 2, and

a summary descrip�on of the security measures, as well as a copy of any contract for subprocessing services

which has to be made in accordance with the Clauses, unless the Clauses or the contract contain commercial

informa�on, in which case it may remove such commercial informa�on;

(i) that, in the event of subprocessing, the processing ac�vity is carried out in accordance with Clause 11 by a

subprocessor providing at least the same level of protec�on for the personal data and the rights of data subject

as the data importer under the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to (i).

Clause 5

Obliga�ons of the data importer

The data importer agrees and warrants:

(a) to process the personal data only on behalf of the data exporter and in compliance with its instruc�ons and the

Clauses; if  it  cannot provide such compliance for whatever reasons,  it  agrees to inform promptly  the data

exporter of its inability to comply, in which case the data exporter is en�tled to suspend the transfer of data

and/or terminate the contract;

(b) that it has no reason to believe that the legisla�on applicable to it prevents it from ful�lling the instruc�ons

received from the data exporter and its obliga�ons under the contract and that in the event of a change in this

legisla�on which is likely to have a substan�al adverse e�ect on the warran�es and obliga�ons provided by the

Clauses, it will promptly no�fy the change to the data exporter as soon as it is aware, in which case the data

exporter is en�tled to suspend the transfer of data and/or terminate the contract;

(c) that it has implemented the technical and organisa�onal security measures speci�ed in Appendix 2 before

processing the personal data transferred;

(d) that it will promptly no�fy the data exporter about:

(i) any legally binding request for disclosure of the personal data by a law enforcement authority unless

otherwise prohibited, such as a prohibi�on under criminal law to preserve the con�den�ality of a law

enforcement inves�ga�on,

(ii) any accidental or unauthorised access, and

(iii) any request received directly from the data subjects without responding to that request, unless it has

been otherwise authorised to do so;
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(e) to deal promptly and properly with all inquiries from the data exporter rela�ng to its processing of the personal

data subject to the transfer and to abide by the advice of the supervisory authority with regard to the processing

of the data transferred;

(f) at the request of the data exporter to submit its data processing facili�es for audit of the processing ac�vi�es

covered by the Clauses which shall  be carried out by the data exporter or an inspec�on body composed of

independent  members  and  in  possession  of  the  required  professional  quali�ca�ons  bound  by  a  duty  of

con�den�ality, selected by the data exporter, where applicable, in agreement with the supervisory authority;

(g) to  make  available  to  the  data  subject  upon  request  a  copy  of  the  Clauses,  or  any  exis�ng  contract  for

subprocessing, unless the Clauses or contract contain commercial informa�on, in which case it may remove such

commercial informa�on, with the excep�on of Appendix 2 which shall be replaced by a summary descrip�on of

the security measures in those cases where the data subject is unable to obtain a copy from the data exporter;

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior wri<en

consent;

(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11;

(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter.

Clause 6

Liability

1. The par�es agree that any data subject, who has su�ered damage as a result of any breach of the obliga�ons

referred to in Clause 3 or in Clause 11 by any party or subprocessor is en�tled to receive compensa�on from

the data exporter for the damage su�ered.

2. If a data subject is not able to bring a claim for compensa�on in accordance with paragraph 1 against the data

exporter, arising out of a breach by the data importer or his subprocessor of any of their obliga�ons referred to in

Clause 3 or in Clause 11, because the data exporter has factually disappeared or  ceased to exist in law or has

become insolvent, the data importer agrees that the data subject may issue a claim against the data importer as if

it were the data exporter, unless any successor en�ty has assumed the en�re legal obliga�ons of the data exporter

by contract of by opera�on of law, in which case the data subject can enforce its rights against such en�ty.

The data importer may not rely on a breach by a subprocessor of its obliga�ons in order to avoid its own

liabili�es.

3. If  a  data subject is  not able to bring a claim against  the data  exporter or the data importer referred to  in

paragraphs 1 and 2, arising out of a breach by the subprocessor of any of their obliga�ons referred to in Clause 3

or in Clause 11 because both the data exporter and the data importer have factually disappeared or ceased to

exist in law or have become insolvent, the subprocessor agrees that the data subject may issue a claim against the

data subprocessor with regard to its own processing opera�ons under the Clauses as if it were the data exporter

or the data importer, unless any successor en�ty has assumed the en�re legal obliga�ons of the data exporter or

data importer by contract or by opera�on of law, in which case the data subject can enforce its rights against such

en�ty. The liability of the subprocessor shall be limited to its own processing opera�ons under the Clauses.

Clause 7

Media�on and jurisdic�on

1. The data importer agrees that if the data subject invokes against it third-party bene�ciary rights and/or claims

compensa�on for damages under the Clauses, the data importer will accept the decision of the data subject:
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(a) to refer the dispute to media�on, by an independent person or, where applicable, by the supervisory

authority;

(b) to refer the dispute to the courts in the Member State in which the data exporter is established.

2. The par�es agree that the choice made by the data subject will not prejudice its substan�ve or procedural rights to

seek remedies in accordance with other provisions of na�onal or interna�onal law.

Clause 8

Coopera�on with supervisory authori�es

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so requests or if

such deposit is required under the applicable data protec�on law.

2. The par�es agree that the supervisory authority has the right to conduct an audit of the data importer, and of any

subprocessor, which has the same scope and is subject to the same condi�ons as would apply to an audit of the

data exporter under the applicable data protec�on law.

3. The data importer shall promptly inform the data exporter about the existence of legisla�on applicable to it or

any subprocessor preven�ng the conduct of an audit of the data importer, or any subprocessor, pursuant to

paragraph 2. In such a case the data exporter shall be en�tled to take the measures foreseen in Clause 5 (b).

Clause 9

Governing Law

The Clauses shall be governed by the law of the Member State in which the data controller is established.

Clause 10

Varia�on of the contract

The par�es undertake not to vary or modify the Clauses.  This does not preclude the par�es from adding clauses on

business related issues where required as long as they do not contradict the Clause.

Clause 11

Subprocessing

1. The data importer shall  not subcontract  any of its  processing opera�ons performed on behalf  of the data

exporter under the Clauses without the prior wri<en consent of the data exporter. Where the data importer

subcontracts its obliga�ons under the Clauses, with the consent of the data exporter, it shall do so only by way

of a wri<en agreement with the subprocessor which imposes the same obliga�ons on the subprocessor as are

imposed on the data importer under the Clauses. Where the subprocessor fails to ful�l its data protec�on

obliga�ons under such wri<en agreement the data importer shall remain fully liable to the data exporter for

the performance of the subprocessor's obliga�ons under such agreement.

2. The prior wri<en contract between the data importer and the subprocessor shall also provide for a third-party

bene�ciary clause as laid down in Clause 3 for cases where the data subject is not able to bring the claim for

compensa�on referred to in paragraph 1 of Clause 6 against the data exporter or the data importer because

they have factually disappeared or have ceased to exist in law or have become insolvent and no successor en�ty

has assumed the en�re legal obliga�ons of the data exporter or data importer by contract or by opera�on of law.

Such  third-party  liability  of  the  subprocessor  shall  be  limited  to  its  own  processing  opera�ons  under  the

Clauses.
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3. The provisions rela�ng to data protec�on aspects for subprocessing of the contract referred to in paragraph 1 shall

be governed by the law of the Member State in which the data controller is established.

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and no��ed by the

data importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be available to the

data exporter's data protec�on supervisory authority.

Clause 12

Obliga�on a&er the termina�on of personal data processing services

1. The par�es agree that on the termina�on of the provision of data processing services, the data importer and

the subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the

copies thereof to the data exporter or shall destroy all the personal data and cer�fy to the data exporter that it

has done so, unless legisla�on imposed upon the data importer prevents it from returning or destroying all or

part  of  the  personal  data  transferred.  In  that  case,  the  data  importer  warrants  that  it  will  guarantee the

con�den�ality  of  the personal  data  transferred and will  not  ac�vely  process  the personal  data  transferred

anymore.

2. The  data  importer  and  the  subprocessor  warrant  that  upon  request  of  the  data  exporter  and/or  of  the

supervisory authority, it will submit its data processing facili�es for an audit of the measures referred to in

paragraph 1.
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APPENDIX 1 TO ATTACHMENT B

THE STANDARD CONTRACTUAL CLAUSES

This Appendix 1 forms part of the Clauses.

Data exporter

The data exporter is Customer, ac�ng as data exporter on behalf of itself or a customer where applicable. Ac�vi�es

relevant to the transfer include the performance of services for Customer and its customer(s).

Data importer

The data importer is Cisco. Ac�vi�es relevant to the transfer include the performance of services for Customer and

customers.

Data subjects

The  personal  data  transferred  may concern  the  following  categories  of  data  subjects:  Employees,  contractors,

business partners, representa�ves and end customers of customers, and other individuals whose personal data is

processed by or on behalf of Customer or Customer’s customers and delivered as part of the Services.

Categories of data

The personal data transferred may concern the following categories of data:

Personal Data related directly  or indirectly to the delivery of  Services and Products,  including online and oVine

customer,  prospect,  partner,  and  Cisco  data,  and  personal  data  provided by  customers  in  connec�on with  the

resolu�on of support requests.

Special categories of data

The personal data transferred may concern the following special categories of data:

Data revealing racial or ethnic origin, poli�cal opinions, religious or philosophical beliefs or trade union memberships,

and data concerning health or sex life, and data rela�ng to o�enses, criminal convic�ons or security measures.

Processing opera�ons

The personal data transferred may be subject to the following basic processing ac�vi�es, as may be further set forth

in contractual agreements entered into from �me to �me between Customer and customers: (a) customer service

ac�vi�es, such as processing orders, providing technical support and improving o�erings, (b) sales and marke�ng

ac�vi�es as permissible under mandatory applicable law, (c) consul�ng, professional, security, storage, hos�ng and

other services delivered to customers, including services o�ered by means of the products and solu�ons described

by Cisco, and (d) internal business processes and management, fraud detec�on and preven�on, and compliance

with governmental, legisla�ve, and regulatory requirements.
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APPENDIX 2 TO ATTACHMENT B

THE STANDARD CONTRACTUAL CLAUSES

Appendix 2 to A<achment B, the Standard Contractual Clauses, is the Informa�on Security measures located in A<achment

A.
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